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NI2S3 at a glance ‘@wrm-sn

Key Idea

* Research and implement a reference methodology for developing
security systems based on NEC Information and Integration
Services (NI2S), able to integrate information from many and
heterogeneous sources, in order to build up or improve the situation
awareness of critical infrastructures.

Overall Goal

* Definition of a methodology to develop Critical Information
Infrastructure Protection(CIIP) Architecture in secure SOA

technology environment
* Development of Vulnerability Assessment (VA) procedures
* Application and Demonstration



Project Objectives Qoo

Main Objectives

Definition of operational scenarios, analysis and extraction of the
system specifications.

Definition and design of a NI2S3 for the decision making support
regarding the security, resiliency and availability of the subject
infrastructures.

Definition of a set of metrics or tools and setting up validation
capabilities to develop the ongoing architecture and system.

Develop a NI2S3 application demo.

Develop a technology for measuring the performance, robustness
and reliability of such system.

Dissemination and exploitation of the results
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Why SOA ? e

Critical Infrastructure management
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Ni2S3 - Objectives & Strategy

The process carried on by the Consortium to achieve the

Critical Infrastructures Architecture Framework (CrAF)

WP1 activities
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Ni2S3 - Objectives & Strategy
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Ni2S3 - Objectives & Strategy

Vulnerability Assessment key idea

External input , "Ni253"
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Ni2S3 - Objectives & Strategy ™7

Infrastructure Protection key idea

The needs

*To increase availability of information system
*To protect the network from cyber attach

*To mitigate vulnerability

Some relevant key solutions identified in NI2S3

*To be compliant with open protocol specification related with SCADA
and SOA technologies (OPC-UA, OASIS WS-*,...) in order to remove
“proprietary constraints” and “proprietary insecurities”

*To adopt SOA distributed environment in order to enable geo
distribution and cooperation between remote control room (Open Source
Apache ServiceMix ESB and WS-Notification standard implementation)
*To protect network in SOA environment using XML Gateway device
*To evaluate Critical Information Infrastructure carrying on Vulnerability
Assessment
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