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Interdependent infrastructures

 Electrical infrastructure
— Level 1: high-voltage transmission lines
— Level 2: medium voltage

 Telecommunication infrastructure
» Control infrastructure (SCADA)
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ECI Level 1: HV transmission lines and FO
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AS.B.L. Fondée por b F2Ms,
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A

Molritel Cl Interdependency

 Telecommunication infrastructure doesn’t
work without power supply

« Automatic fault localization and isolation
on the ECI is not possible without
telecommunication and SCADA running

« This interdependency affects the level of
risk

Pole mounted
yl
k

AY/
\

A\

AAY/AAV/ANY &

AN :'/A\V{’

e State of the art: a lot of works, models,

tools on separate Cls, almost nothing on
Interdependency

 Need a modeling tool capable to model
and simulate different Cls and
Interdependency

\1a)
. -
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A

Multitel Interdependency scenarios

« High voltage (HV) (161 KV) poles, on which a F.O. line is installed, fell

« Power supply failure at the telecommunication room located at the
substation

« Destruction of Telecommunication Room at Substation

» Destruction of the Technical Center (Maintenance) of the SCADA system for
MV grid

« Failure of the Communication Backbone equipment located at the MV
SCADA Control Center (CC)

« Failure in power supply to WIZCON Control Center

« Failure in Power Supply to Base Station (BS)

« Failure in power supply to FIU (Field Interface Unit)

« Failure in Power supply to RTU

« Failure in Local Area VHF Communication

« Earthquake Caused the Collapse of the Maintenance Center Building

« External Cyber attack cause the WIZCON Software to Crash

« Short circuit on a line
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A Simulation for Interdependency Analysis: RAO tool

Mglfifel

» To study and to validate the infrastructure interdependency model, we
will use the discrete-event simulation and Intelligent RAO simulator

* In this approach, one need to represent:
— objects of a real complex system and
— the way they are interacting

* Once the simulation model is developed, we can run numerous
simulations to study system behaviour on various scenarios and to
calculate necessary performance indicators

| does not matter in this approach whether we study a homogeneous
system or a multi-layer and interdependent one
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A

Molritel Intelligent RAO simulator

* A hybrid tool based on artificial intelligence for on line
and off line optimisation and decision making

— A discrete-event simulator

— An expert system engine

— An optimization tool (state graph search)
— A data driven programming tool
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Ak RAQ: structure

AS.B.L. Fondée par b F2Ms.

Messages / \

(External events) Messages

processing Inference

engine Knowledge base

* activities

Irregular events et .
* decision points

simulation
State graph

: search
Events processing

Events list _M Data base

* objects

4

Process building

J J

Animation Tracing

|

Performance

indicators
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A RAO: resources (objects)

M(Hlfifel

« Complex discrete system (CDS) = set of interacting resources
— Permanents
— Temporaries

« Characterized by a set of parameters

Resources

P —
—
Complex system I I A N

Parameters
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RAO: Object class

Object class

Describe object
» properties and their
possible values

Parameters:
static, public, private

Methods: _Facilitate object
static, public, private ~~ utilisation

Allow us to build a

Internal rules > t
local process >
measures ~ an object operation
o Describe different
Animation » possibilities to display
pictures the object state
_Allow us to tune RK 0.042 1 3 23

Tracing samples

~ tracing information to RK 0.057 1 3 22
be further processed -
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A

Multitel RAQ: actions

Limited by two events which change the system state
— Beginning
- End
Characterized by :
— a precondition
— the rules of system state change at the beginning and at the end
— aduration

P(Cs =true |
If condition then Action J Changed
. values
« event of beginning parameters
o wait AT re Fy (Cd_) F, (C T
» event of end 8 | N '
u
r ese
C
e ..... .'.'_ﬂ
S -
“d v C; C;
| |
ty t time
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A The interdependent infrastructure simulation model

Mulfifel.

ALS.B.L. Fondée par ko F2Ms.

Consists of;

Data base: a set of objects describing system composition and state
— 149 permanent objects + temporary objects created while simulating)
— belonging to 14 object types (substation, breaker, line, FIU, gateway, SCADA, etc.)

Knowledge base: a set of activities describing system behaviour
— 151 activities of 70 types (toggle breaker state, send a command, repair a line, etc.)

Animation description to illustrate system state
— 6 main screens

Quality of service indicators and specific technical indicators definition
— Tn, SAIDI, SAIFI, CAIDI
— About 1000 specific technical indicators for different elements of the system
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A

ey ECl elements and structure modeling

Obiject types of the model:
 HV_MV substation with Telco room

e Feeder
 Line
 Grid node Breakers Nodes
« Customer Feeders Switches
HV-MV substation
[
[ | | i IS i D I,
TRANSMISSION DISTRIBUTION RTUs
160 Zi : _— j
T 7:\_._/_
+ [ | n
Lines =
~m ] L g
_5 7\ a L | ]
v R A — Customers
= . \N g/
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N\ Animation of the objects state and user

Mulfitgl

AS.B.L. Fondse par b 1

Interaction with the model (1)

£ RAO-editor - model3 |Z||E|[g|

File Edit Search RAD Wew Insert Help

O e G| b 0o AT |6 BE|w ~ | dh8| e

° HV I\/IV . PaT  RTP |Rss |oPR | FAM | FuM | DPT | SMA | PMD | Pref ]
- Su bStatI On —SResource_type an HV MV substation : permanent #

{ 1 Scemaric 2000: High voltage (HV) (161 KV

State Number { 2 Scenaric 2401: Power supply failure at the
{ 3 Scenario £2402; Destruction of Telecommunic
Name SParameters B
HNumber : integer
Button to simulate scenario 2000 Hane t (na, zuriel, hanita) -
Connected_Telco 1 : integer
\CR m \E . . . . Connected Telco 2 :i.ntegl_ar B
_ — Telecommunication room animation state ¢ [running, down) = rum
/ TR _State i (running, power down,
[ H H TE_temperatures : real {TELCO room bempr
! | _—Telecommunication room state TR Pover comsumption : real (1H/n)
TELCD W TR_UF3_State r (full, charging, prov:

_—HEPS"/BUtton to simulate scenario 2401 TR UPS capacity . real (K/h)
TR_UPS Cur_ energy t real (KW k)

| —Button to simulate scenario 2402 TR UPS Charging rate i real (XW/h/n)

TELCO I ——Telecommunication service state pon e | ey Lmeds e
o0 90 In-door temperature of e o
UPS:  full i\telecommunication room — =
Telecommunication room UPS energy
level

Telecommunication room UPS state

Scenario 2000: High voltage (HV) (161 KV) poles, on which a F.O. line is installed, fell
Scenario 2401: Power supply failure at the telecommunication room located at the substation
Scenario 2402: Destruction of Telecommunication Room at Substation
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Multitel
ASSB Fondée por b F2Ms,

and Telco

rooms

#2 RAQ-simulator - model3
Mode  Help

DER
e BEsEE oo -] 2

Run | Arimnation | |

Date and time |

Outside temperature,
given by daily profile

Scenario 2000 applied to TF: High
voltage (HV) (161 KV) poles, on
which a F.O. line is installed, fell

Scenario 2402 applied to MS:
Destruction of Telecommunication
Room at Substation

/

Scenario 2401 applied to CB: Power
supply failure at the telecommunication
room located at the substation

HV-MYV Substations and TELCO communication rooms

running

L3

19

Time: 22.65 Manitar F_Hv_Network Tempa: 1200 131
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A Animation of the objects state and user

Interaction with the model (2)

 Feeder + breaker

.— Feeder
: :Breaker open

Breaker

/Feeder
de-energized

H

J?

|

e Transmission line with switch

Line Line number /Lme de-energized
\ > o o - o
Switch number
Switch Switch open
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N\ Animation of the objects state and user

Myln'fel

Interaction with the model (3)

 Grid node with an RTU

Connected RTU (if any)
Node Node de-energized

iFlTU: running

EU: running -
PS: charging—7 UPS5: chargin
- i RTU UPS state - 1

RTU UPS energy level
Node number

e Customer

Customer de-energized

.\ Customer number
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A Level 2: ECI distribution greed

A{I«n;ln'tel

= (reference FISR scenario)

Hl RAO-simulator, - model3

Mode Help
Run | Anlmatlnn| ‘ | | | | agﬂg F_HV_topol ~ - ﬂ
_ RTU: running =
[Load, kva: 507 %
N
ez
= RTU: running
22 23 Ll 7 6 H f
ok i I - ,” ,- . S e
,,,,,, T LIUPS: full
e .
WUF‘S:IUII
“ ‘ Grid node
_ with RTU
E RTU: running
UPS: full
Customer =~ N
—— -
@ HV-MV substation
Lo -
_._ [“] T T w
40 I
CRT TR — ] - = I i I |
) rD E—— Al ¥
< | >
Time: B.35 Moanitor F_MY_Distribution_Sps | Tempo: 960 47 MUM
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A

ey  Faults (short circuits) simulation

AS.B.L. Fondée por b F2Ms,

Three ways to initiate a fault:
« Manually by mouse click on a line EIrEes EX

File Edit Search RAD  Wiew Insert Help
* Randomly with faulty line number |o@E b uja/@sfinm - aa -
. f PaT |RTP | Rss |opR | FRM | FuN | DPT | sMR | PMD | PMv | TRE |
and tlme Interval randomly — SPattern Fcenario_Line fault_random_pat @ rule trace )
SReleva.nt_resources
M M H M - system : Svstem Keep
generated with given distributions e L e
fault i a Fault Create
- - - S5Body
 Programmed scenario with time
. . Choice from systew.Fault mode = randowm and system.Next fault st
of arrival and faulty line number comvert pme
= = = Fault:c:nanter set system.Fault counter + 1
deflned by user at the beglnnlng Next_fault_step set system.3tep + Fault_interval (C_Fault_
. . Faulty line nuwber =set _line.Number
BTS step =zet system.BT3 step + 1
of simulation oy T 1
BETZ nuwber set O
ET3 RAD number set O
_line
Choice from line.Muwber >= 1 and _line.Nunber <= 32
with min 3Q Faulty line play(0.0, 1.0)
Convert rule
Jtate set fault
fault
Convert rule trace
Nutibher set system.Fault counter
hnnee set system.innee
Date set system.Date
Mois set system.Mois K
aa PN Cek e TTeen 3 el
17: 524
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JAA Fault localization process

¢ Stepl
— open switch 435R

— close breaker on Zuriel
feeder

¢ Step 2
— open switch 641B/R
— close switch 435R

¢ Step 3
— open switch 622R:A
— open switch 48/635R
— close switch 641B/R

¢ Step 4
— close switch 48/635R
¢ Step 5
— open switch 622R:B
— close switch 622R:A

¢« Step 6
— open switch 78/266R
— close switch 622R:B
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Manual

A

Mulfifell

AS.B.L. Fondée par ko F2Ms.

HE RAQ-simulator, - model3
Mode Help

Run ‘ Animation | | ‘ | |

fault simulation on line 27
(51" segment)

== - IeEl - K

All de-ene

I running
: providin

~A30 . !
- .
- - e
UPS: full
- k)
A

o g

RTU: running
UPS: providing

IBa

L

rgized .
X RTU: running
: UPS: providing

1 e

RTU: running
UPS: full

S

running

running

B IRTU: running
UPS: full

Eli]

31

010027

non 0. 0000
L)

|

39]

Im:. —— -.IZ

B2
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A

Mulfifell

AS.B.L. Fondée par ko F2Ms.

Fault localization, step 1

HE RAQ-simulator, - model3

Mode Help
Run ‘ Ammatmn| | ‘ | | ‘ agﬂg F_H¥_topol ~ - ﬂ
RTU: running ~
Partially restored
y g wor= (2l 6,6 &
st} ) T RTU: running | . “ o s i I )
g o UPS: providing UPS: provilling Lo
FIRTU: runni e ; ——
B T _ -
= o W i
o 8 . & d
TN *running -
t: rovidin:
- — ]FF
e T . RTU: running = =1 & >
@ o UPS: full )
130 a4 ] IEL
- . = : A
29 ; running
o running
T - IRTU: running
. lups: full
s l I
. non 0. 0000
e L)
o P N
[38 47" T 3g|
ro —— a ™
< |
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Multitel Fault isolation process

Faulty Isolation procedure
segment
number
1 1. close switch 72/212R
2 1. open switch 435R
2. close breaker on Zuriel feeder
3. close switch 72/212R
3 1. open switch 641B/R
2. close switch 5/447R
3. close breaker on Zuriel feeder
4. close switch 72/212R
4 1. open switch 48/635R
2. close switch 622R:A
3. close breaker on Zuriel feeder

6 1. open switch 622R:B

2. open switch 78/266R

3. close breaker on Zuriel feeder

4. close switch 609R (the switch is only manually controlled)
7 Nothing to do, the segment is already isolated after localization
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A

Mulfifell

AS.B.L. Fondée par ko F2Ms.

#3 RAO-simulator - model3

Mode  Help
_n | inain| o | EAEIET HEIRAR [t o -] N 7
| BRSNS Open switch 622R:B D
- 3 - !]!':
3
- - 12
: running N
i5: charging -
[ a5 10027
RTU: running =
-LIUPS: full
running
close switch 72/212R, || M “HET
service restoration RTU: ranni
: T |
from Hanita = T 5]
. s non 0.0 HGIJ 1]
i _ |
[ﬂ] = E T T |
ro —— a )
< | >
Time: 0.333333 tanitar F_M%_Distribution_Svs | Tempa: B0 20 MUM

28 MICIE Final Workshop, Rome, 28/02/2011 Le Fonds européen de développement régional et la Région wallonne investissent dans votre avenir - m




AS.B.L. Fondée par ko F2Ms.

#3 RAO-simulator - model3

Made  Help
P | e | oo | PN RN R oopor | I 7|
| BRIl Close switch 622R:B Close switch 622R:A RITU: rurming a
" RTU:running | . . .. - I i
2o 21 UPS:full | 3 'y
2 - 9 B 3
RTU: running ,w . 2
Lups: funl 28 |
_ 3, 5 28 26 :
1l waf T " i | |—' =1 : - I
1" 3L JUPS: full
Als0 @ . L. 7 7] g o
RTU: running =
Jups: ful )
729 = 53—-» running
Open switch 72/212R, || M “HET
service restoration FOTU: ranni
: I
from Hanita = |
. s non 0.0 HGIJ 1]
i | |
[ﬂ] - o 42- = SHl
. ro —— n e
< =
Switch to the monitar mode
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#H,;IQ SCADA modeling

« The fault localization and isolation processes are
modeled step by step by giving explicitly all the actions
to be done

« Each action is represented by an object of type
a_FIP_step with the following parameters:
— Substation number
— Feeder number
— Process (localization, isolation)
— Step number
— Sub step number
— Time delay if any
— ECI element to act on (breaker or switch)
— Element number
— Action (open or close)
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SCADA modeling:

Mtﬂ.;lfifel

Fault localization process

¢ Step 3
— open switch 622R:A
— open switch 48/635R
— close switch 641B/R

ocalisation 3 1 0.0 switch 8 open {622R:A}

111
1 1 localisation 3 2 0.0 switch 6 open {48/635R}
1 1 localisation 3 3 0.0 switch 7 close {641B/R}

= MICIE Final WOI’kShOp, Rome, 28/02/2011 e Fonds européen de développement régional et la Région wallonne investissent dans votre avenir - ”
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SCADA modeling:

Mylfifel

Fault isolation process

Faulty segment Isolation procedure
number

Isolation 5 1 0.0 switch 9 open {622R:B}
Isolation 5 2 0.0 switch 8 open {622R:A}
Isolation 5 3 0.0 breaker * close {Zuriel}

Isolation 5 4 0.0 switch 13 close {72/212R}
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A SCADA modeling:

Mglfifel

Initial configuration restoration

* Procedure is automatically generated on the basis of normal
switch states

« Normal switch states are defined by table (for Zuriel feeder):

Switch ‘Switch number | Normal state Switch ‘Switch number| Normal state
435R 1 closed 622/R:A 8 closed
435R 2 closed 622/R:B 9 closed
464R 3 closed 78/266R 10 closed
464R 4 closed 2/266R 11 closed

5/447R 5 open 229R 12 open

48/635R 6 closed 72/212R 13 open
641B/R 7 closed 609R 14 open
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CCl modeling

« Communication critical infrastructure delivers SCADA commands to RTUsS

« Command objects have the following parameters:
— Number
— Creation time
— Execution order

— Substation number
— Feeder number / \
| = T T T ND Site Control Center 1

— Element (breaker, switch)

| \
| ;"éi“é; Sigvd s:;:%? ::::Far:es ‘ Line 1= RS232 MDLC
| Backup for dispatchers |
— Element number | — T T omwe | —
|
A t' : ]I 1 ‘ ‘Store & forward hotarknn
— repeatar .
ction | o el \ ’ Lo
. . | Backup ‘
— State (issued, delivered) | e 1 (e i
Execution ti i L i —
xecution time | et FIUMOSCAD  bort Line 1 = Rs232] Ra::q\;::;rzm
| (eI L 2 (ND mmaﬁcaﬂon {
| raom) room) MDLC ‘
| \

MOLC

—_——— == — — — —_———— — — — — —

Motarola MOSCAD By Matoroia MOSCAD
RTU1 RTUn

Radio VHF Units
Frequency 1

Motorola MOSGAD Frequency 1 Moatorola MOSCAD
RTUA e
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A CCI modelling

AS.B.L. Fondée par ko F2Ms.

¥l RAO -simulator - model3
Mode Help

Fun_| _rinton | | BEST SEEN [Frvovew-] B 2

« Software
« Gateways

. | T T T ND Site Control Center 1
* Field Interface —
Softw;) ZCon Viewers
I ;‘&‘SR el T I work places Line 1= RS232 MDLC
- Backup ups: r dispatchers L
Units T T 7o coere S

MOSCAD CPU

Store & forward

| |
| |
| |
| |
| i |
|
- Radio VHF | e | e [
| Gateway Backup | :
| |
| ' |
| |
| |
| 1
| |
! |

. MDLC
Stations ] 1
FIU MOSCAD Local FIUMOSCAD bt |ine 1 = RS232
. FiNTe! ] Ramate
e I I l O e IState: running IStale: runnin MDLG

Terminal Units | =-———-""sg - :

Matarola MOSCAD Frsquancy:2 Motorola MOSCAD
Radio VHF Units RTU1 RTUn
Frequency 1
Motorola MOSCAD | Freaueney 1 Motorols MOSCAD
RTU 1 TU R
Time: 0.316667 onitar F_SCaDA_RTUs_comi | Tempo: 60 23 MU
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Molritel Quality of service indicators

T, - equivalent de-energized time for fault n
T,=> (KVA*Duration)/Installed KVA

SAIDI- System Average Interruption Duration
SAIDI= ) (unsupplied KVA*tn)/Installed KVA

SAIFI- System Average frequency Interruption
SAIFI=  (unsupplied KVA)/ Installed KVA

CAIDI- Customer Average Interruption Duration
CAIDI= SAIDI/SAIFI

CAIDI index is the most important index for power utilities. Annually
reducing this value indicates an improvement of the overall
distribution system performance and reliability.
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Quality of service indicators for

Multitel

fault on segment 5

Totally the process lasts for 14 minutes:

* Five minutes for automatic reclosing cycle and for data gathering
from costumers before starting fault location process

« Four minutes for four additional steps of localization process
* Five minutes for reparation

Indicator Value
Tn 7.26 min
SAIDI - System Average Interruption Duration 7.26 min
SAIFI - System Average Frequency Interruption 1
CAIDI - Customer Average Interruption Duration 7.26 min
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Multitel

38

AS.B.L. Fondée par b F2Ms.

#3 RAO-simulator - model3
Made  Help

Run | animaion | oo | N RN IF v wpor -] EEEE 7|

21 9
i fRTU: running
1l [UPs: full
RTU: running
UPS: full

R 28

RTU: running
-LIUPS: full

29 Kl

[ % energized

% node RTU is running

% RTU UPS is "full”

% RTU UPS is "charging”
% RTU UPS is "providing”

% RTU UPS is "empty“
Average energy in UPS
Minimum energy in UPS

I RTU: running
ILIUPS: full

% energized
% faulty

(B % switch 2 is open
% switch 2 is closed

57.1%
100%
50%
7.1%
42.9%
0%
99.91%
99.67%

64.3%
0%
7.1%

92.9%

running
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non 000D 0D
=

4z ]

Inn —— ..IX
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Multitel
ASSB Fondée por b F2Ms,

1 2 3 4 5 6 7
Duration, min 10 11 12 13 14 15 16
Th, min 5.28 8.19 6.9 7.1 7.26 8.35 8.58
SAIDI, min 5.28 8.19 6.9 7.1 7.26 8.35 8.58
SAIFI 1 1 1 1 1 1 1
CAIDI, min 5.28 8.19 6.9 7.1 7.26 8.35 8.58
Customer 1 50% 45.5% 0% 46.2% 50% 53.3%  56.3%
Customer 2 50% 0% 50% 53.8% 57% 60% 62.5%
Customer 3 50% 455% 41.7%  38.5% 36% 33.3% 0%
Customer 4 50% 45.5% 41.7% 38.5% 36% 0% 37.5%
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oYy Fault simulation on different segments

« Tnvalues in case of reduced service level (increased
delivery times) of one of base stations of CCl compared
to normal (below).

1 2 3 4 5 6 7
Duration, min 14 15 18 20 20 59 20
Tn, min 7.28 10.07 9.06 10.59 9.0 24.25 10.13

1 2 3 4 5 6 7
Duration, min 10 11 12 13 14 15 16
Tn, min 5.28 8.19 6.9 7.1 7.26 8.35 8.58
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A CCl failure, manual FISR

Multitel
ASSB Fondée por b F2Ms,

« Tnvalues in case of failure in Local Area VHF Communication (CClI failure)

(radio VHF unit 1 is out of service) with one maintenance team.

Segment number

Indicator 1 2 3 4 5 6
Duration, min 46 47 78 38 52 59
Tn, min 41.3 42.2 27.1 19.6 24.3 25.2
Average team command delay, min 18 18 16.5 6.5 10 6.7

Segment number

Indicator 1 2 3 4 5 6
Duration, min 25 53 97 79 79 85
Tn, min 20.3 40.2 62.9 59.5 54.2 55.9
Average team command delay, min 7.5 7.17 8.7 11.5 6.27 6.25

50
24.2
9.5

7
79
55.0
8.63
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My Possible extensions: on-line prediction model

Distributed architecture

Configuration

Configuration
file

messages

Applications s COmmunicator

Applications s COmmunicator

j g\( Sockets
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A

Molritel Communication protocol

« Message scenario_2000 - High voltage (HV) (161 KV) poles, on which a F.O. line is
installed, fell

« Message scenario_2401 - Power supply failure at the telecommunication room
located at the substation

 Message scenario_2402 - Destruction of Telecommunication Room at Substation

« Message scenario_Gateway - Failure of the Communication Backbone equipment
located at the MV SCADA Control Center (CC)

« Message scenario_power_supply to SCADA - Failure in power supply to WIZCON
Control Center

« Message scenario SCADA Software crash - External Cyber attack cause the
WIZCON Software to Crash

« Message scenario_S3004 FIU_state - Failure in power supply to FIU (Field Interface
Unit)

« Message scenarioVHF_Communication_failure - Failure in Local Area VHF
Communication

« Message Breaker state change - current breaker state (open or closed)
« Message Line switch_state change - current switch state (open or closed)
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Multitel

AS.B.L. Fondée par b F2Ms.

SDB Engine : model3sender.model3sender.model3sender

On-line model running
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2 Rec WM_CD Nurw 0Dst: 2 Exp: 1 bsg: 12 NbrPara: § Message_FIP_Riesulfs FIP_Line_number=27
FIF_Segment_number=5 FIP_Tn=13 474358374353 FIP_SAID|_sum=525500 FIP_SAIF_sum=33000

Options  Language View Log Message Test B = [ - o
i
Number Auto Start Name Adress IP Pc name Type Ping
11 11
2 Yes SDBEngine_sender  127.0.04 pel0711 Local (D15 1422) 2 E]
C2 ) >
28/05/2000 15:36:17.25: 12 Waling dlient connection s
28/05/201015:36:17.28. 13 SDBEngine_eceiver
28/05/201015:3617.28 14 SDBEngine_sender .
26/05/2010 15:36:17.29: 15 start "SDBEngine exe” ™ model3 model3 mods!3 T
28/05/201015:36:17.29 . 16 local application
28/05/201015:35:17.31 © 17 Create Process [D 5 1425) ful
28/05/2010 15361731 : 18 start "SDBEngine exe” ™
28/05/2010 15361731 - 19 local application
28/05/2010 15:36:17.31 . 20 Create Process [D 5 1425) o
28/05/2010 15474553 21 Fiec \WM_CD Num ODst 1 Exp: 2 bsg: 10 NbiPara: 2 Message:_Line_Short_ourcut Line_number=27 Line_State=fault S !
26/05/201 01 15:48:10.95
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Conclusions

* The goal of modeling interdependencies of
different critical infrastructure is reached

* The expressive power of RAO simulator allows
one to simulate different Cls as well as their

INnterc
e Interc

e SiImu

ependencies
ependency aspects are significant
ation brings important elements to

estimation of risk level, allowing quantitative
estimation of QoS indicators in actual system
state for possible scenarios
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