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Protection of Critical Infrastructures

Communication technologies

Early warning

 Real Time Risk Analysis 

ICT technologies for control and monitoring of 
energy producing, transmission and distribution

Smart grid 

IEC involvement in FP7 projects





IEC Provides Interdisciplinary Knowledge, Real Equipment, 
Operational Scenarios, Interdisciplinary Facilities for 

Validation

System engineering:

•Scenarios building and 
integration

•Validation Planning and 
Implementation

•Requirement management 
and verification +

IEC Services:

•Knowledge in different 
infrastructures

•Real Equipment

•Labs Facilities

•Operational Scenarios

















Electrical Medium Voltage Grid CI



Communication Transmission Grid CI



Control Centres



Simulation Test Bench





Comparison of outage duration (tn) in case of communication 
failure to RTUs

MICIE ToolDuration [min]Unsupplied 
KVA

STEP

DurationUnsupplied 
KVA

Communication 
failure

Communication 
O.K.

539000905390000
136800201368001
119300301193002
1Not counted101157003
117300101137004
11680051132005

Not counted -
 

less than 1 minutes6
1481000014814864007
176490017617613008
67.43600163.137.7tn

tn =∑(KVA*Duration)/Installed 
KVA=1469700/39000=37.7 minutes



Expectations



Applications

Protect Energy and Communication CIs

Decrease uncertainty while operating the CI

Reduce time of service restoration

Support on-line decision making to predict 
cascade failure

SLA improvement based on analysis of 
highly risk potential outages of the CIs



Where Could be Used

Energy Supply Control Centers

Municipalities Control Centers

“Drill down” Events

Operation Risk Study Analyses



Main Problems

Data Security

Data Availability

Data Operability

Model Detailing Level

Scenarios Preparation



Thank You
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